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[bookmark: h.tr54scr79gvh]Introduction
This document describes LSST’s current and expected identity and access management (IAM) needs and specifies technical recommendations for the LSST IAM system architecture, including system interface standards (e.g., Kerbeors, LDAP, OAuth) and system components (with functional descriptions and implementation recommendations).
[bookmark: h.t3ktrb6tr7u2]IAM System Requirements
LSST identity and access management (IAM) needs to support web, database, and command-line applications and application programming interfaces (APIs). LSST should provide single sign-on across applications, so scientists and staff are not prompted multiple times for their security credentials in the LSST environment. LSST authentication should be federated, so scientists can use their campus credentials for access to LSST systems and so LSST systems can benefit from campus attributes for authorization, such as a scientist’s affiliation with a university astronomy department.

This LSST IAM design document focuses on user (scientist), developer, and system administrator access to LSST systems at NCSA and the Observation Site. IAM components must be replicated across NCSA and the Observation site for high availability. LSST staff access to internal project (e.g., wiki, issue tracking, etc.) is managed independently by the LSST Project Office.
[bookmark: h.zcxx5lw2ivx5]IAM System Architecture
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The above diagram shows how the IAM system architecture components (indicated in yellow) interact with the Science User Interface/Tools (SUI/T) components (indicated in blue). Note that only the User/Group Manager updates the User Authentication and Credential Management (Kerberos) component (i.e., creating accounts, storing passwords), whereas other components rely on Kerberos for authentication.
[bookmark: h.ehz03s7k76rz]IAM System Components
The two main internal systems which store information about users are the "User Authentication and Credential Management" component, and the "User Attribute Store" component. These two components are populated by the “User/Group Manager” and used by other system components.
[bookmark: h.tjcnnvvwa93d]User Authentication and Credential Management
The User Authentication and Credential Management component stores usernames and their associated credentials, typically passwords and/or session keys/tokens. This component is utilized by other components to authenticate a user. Session keys (e.g., Kerberos tickets) can be used in Single Sign-On (SSO) scenarios.

This component also acts as the Key Distribution Center (KDC) to enable operating system services to validate user tickets/keys and act on behalf of users. The Kerberos KDC provides this functionality by managing server principals/keys.

· Example implementations: MIT Kerberos, Heimdal Kerberos, Microsoft Active Directory
· Recommended implementation: existing MIT Kerberos deployment at NCSA
· Interfaces: Kerberos supports standard APIs for most programming languages including C++ and Python. Kerberos authentication is also supported via PAM for various Linux services.
· Replication: Kerberos supports a master/slave replication cluster
[bookmark: h.5kifc5q75j5t]User Attribute Store
The User Attribute Store component stores information about users and groups, including user profile information, group membership, and linked identities (from external identity providers). Other system components use this information to make authorization decisions.

· Example implementations: OpenLDAP, Microsoft Active Directory
· Recommended implementation: existing OpenLDAP deployment at NCSA
· Interfaces: OpenLDAP supports standard APIs for most programming languages including C and Python. LDAP-based authorization is also supported via PAM for various Linux services.
· Replication: OpenLDAP supports provider/consumer replication
[bookmark: h.jf2yceizxjiz]User and Group Manager
The User and Group Manager component provides a web-based interface to the User Authentication and Credential Management component and the User Attribute Store component. The User and Group Manager uses the Web SSO Client to grant access to the various components. It provides the following capabilities:

· User onboarding/offboarding (i.e., new user sign-up)
· Group management, including membership and invitations
· User identity linking (i.e., using external identity providers)

· Example implementations: Internet2 COmanage, Globus.org (XSEDE), CILogon 2.0, NCSA user management portal
· Recommended implementation: NCSA user management portal
· Interfaces: primary interface is via web browser, integrates with Kerberos and LDAP
· Replication: TBD
[bookmark: h.2b1hek69m8fg]Web Single Sign-On (SSO) Server
The Web SSO Server supports authentication using LSST credentials (passwords and second factor tokens). It provides single sign-on across multiple LSST web applications via the OpenID Connect (OIDC) standard.

Options:
· Globus
· Pros: OIDC supported, user/group management
· Cons: group management functionality not yet available
· CILogon 2.0
· Pros: OIDC supported, in NCSA machine room, user/group management (COmanage), basic OIDC functionality available now
· Cons: no SSO support (need to authenticate every time), no Kerberos (but CILogon 2.0 may provide), no GitHub (but could be added)
· WS02
· Pros: Kerberos, SAML and OIDC supported, commercial-grade software, local install supported
· Cons: an additional service to operate

· Example Implementations: Shibboleth IdP (SAML), WS02 Identity Server (SAML/OIDC), CILogon (OIDC), Globus (OIDC), ADFS (SAML), SimpleSAMLphp (SAML)
· Recommended Implementation: CILogon - http://www.cilogon.org/oidc 
· Interfaces: OpenID Connect (OIDC)
· Replication: CILogon is replicated at NCSA (Illinois) and NICS (Tennessee)
[bookmark: h.azmoqmtmh9nm]Web Single Sign-On (SSO) Client
The Web SSO Client provides a shared front-end for authentication to LSST web applications. It supports authentication using LSST credentials via the Web SSO Server as well as authentication using external credentials via federated identity providers (e.g., InCommon members, GitHub, Google). It implements the OpenID Connect and OAuth 2.0 standards.

· Example Implementations: Shibboleth SP, mod_auth_openidc, WS02 Identity Server, SimpleSAMLphp
· Recommended Implementation: TBD
· Replication: TBD
[bookmark: h.iwshnyahbn5]Multi-factor Authentication Service
The Multi-factor Authentication (MFA) Service supports strong authentication via two factors: a token (something you have) and a password (something you know). It is used for privileged system access and is optionally available for use by scientists for regular system access.

Options:
· RSA SecureID
· Pros: in production use at NCSA now, supports disconnected operation
· Cons: expensive to operate, old style one-time-password
· Duo
· Pros: supports “push” to smartphone app, part of InCommon Net+ program
· Cons: depends on cloud service for authentication
· Google Authenticator (OATH)
· Pros: OATH standard, open source, mobile app support
· Cons: another service to operate
· YubiKey (FIDO)
· Pros:
· Cons:

· Example implementations: RSA SecureID, Duo, Google Authenticator (OATH), YubiKey (FIDO)
· Recommended implementation: RSA SecureID
[bookmark: h.ukieqkgbp7b5]Usage Scenarios
This section describes usage scenarios supported by the IAM system architecture.
[bookmark: h.7nt9trvumexg]New User Sign-up
A new LSST user creates an account either by (email) invitation or by clicking a “sign up” button/link on an LSST web page. The link connects the user’s browser to the User/Group Manager component where the user has the choice to authenticate with an existing external identity and/or set up an LSST password for authentication. The User/Group Manager prompts the user for additional profile information (TBD) for the user’s profile in the User Attribute Store. The User/Group Manager includes the ability to verify the user’s provided email address (by requiring the user to respond to a confirmation email). Obtaining an LSST account does not by itself grant a user access to LSST resources. Instead, users must be vetted via the group membership process described in the next section.
[bookmark: h.9p5qrxq9b94x]Create and Manage Groups
Authorization to access LSST applications and data is based on group membership. In some cases, group membership may be automated (e.g., based on an “astronomy department member” attribute provided by a university identity provider) and in other cases group membership will be based on vetting by group owners/administrators (LSST staff or other scientists).

For example, a scientist working with L3 data may invite other LSST users to form a collaboration group for data sharing. The scientist will open the group management interface in the User/Group Manager and enter the email addresses of the users to invite, then the User/Group Manager will send the users an email notification that allows them to accept or reject the invitation. The scientist can also view the current members of the group and choose to remove members who are no longer part of the collaboration. When a user joins or leaves a group, the User/Group Manager will update the User Attribute Store with the current membership information.
[bookmark: h.7piv0bk7xdpk]Authorization Process
LSST services make authorization decisions based on group membership. Services can query the User Attribute Store (LDAP) to determine if the authenticated user is a member of the authorized group. Services can also rely on Unix groups, which are synchronized with LDAP, for operating system level authorization.
[bookmark: h.2tozl2ai38q3]Accessing LSST Services
Scientists will access LSST services via their browser, the command-line, and via web APIs. In many cases, these services will be multi-layered or multi-tiered, i.e., the user’s authentication context will persist across multiple service layers/tiers. 
[bookmark: h.dsupk5yrmpi]Web Application
When a scientist accesses the SUI/T via a web browser, they will authenticate to a SUI/T web application via web SSO using their LSST password or an external identity. The SUI/T web application may then access the LSST Data Store on behalf of the user via the DAX API, and the DAX server will in turn query an SQL database and access image files on the user’s behalf. Therefore, the user’s identity must persist across the web application, DAX, SQL, and file system layers of the system, so that each layer can perform the appropriate authorization checks for the actions that the user has initiated. The LSST IAM system supports identity delegation via Kerberos ticket passing and OAuth token passing to support this use case.
[bookmark: h.ut8t3dtwhvja]SSH Command-line Session
When a scientist accesses the SUI/T via SSH, the SSH server’s PAM module will obtain a Kerberos ticket and place it in the user’s shell. Then the user can authenticate to DAX, SQL, file servers, and other systems using the Kerberos ticket without requiring re-authentication.
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